Insider Risk, Data Protection and Cloud
Security for Managed and Unmanaged Endpoints

Trends like GenAl, freelance and hybrid workers, Shadow SaaS, and BYOD have

organizations asking themselves, "how do we keep data safe while operating the business?”

The fact is, data has always been at risk. It used to be controlled and protected by the
organization's perimeter and a host of security products and endpoint agents. But, today
the perimeter is managed and unmanaged devices and, of course, cloud applications.

Like our customers, we grew frustrated with legacy data protection technologies that over-
promise and under-deliver. That's why we started from scratch in the cloud with the Reveal
Platform to help serious CISOs perfectly balance security and productivity everywhere.

' Introducing the Reveal Platform by Next

Reveal is a modern and unified approach to data protection combining Data Loss Prevention, Insider Risk
Management, and Cloud and Mobile Data Security. Unlike traditional approaches, Reveal doesn't require
IT infrastructure, pre-built policies or multiple agents.

Reveal uses machine learning to instantly identify risk, including malicious insider behavior. It has visibility into all
data egress points, from managed endpoints to unmanaged mobile devices, to USB drives and printers, and
across SaaS apps like Slack, O365, and Google Workspace.

Reveal's visibility gives security analysts detailed insights into SaaS app usage, empowering them to identify and
manage sanctioned and unsanctioned web apps, including emerging GenAl applications, and logins through
both corporate and personal accounts.

Reveal uses artificial intelligence to make analysts more effective and efficient. Most importantly, Reveal stops
data leaks without impacting user productivity.
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Modern Data Protection

Artificial Intelligence and Machine Learning is integral to Reveal, from endpoints and SaaS connectors
to the cloud. Each layer builds on the next, powering advanced threat detection, automated incident
response, behavior analysis and predictive analytics.

Once the agent and SaaS connectors are deployed, Reveal sees all
interactions between users, teams and data, without requiring discovery,
labeling or policies. Reveal uses content and context inspection to

. identify and classify data at the point of use.

D See How Data Flows

Reveal’'s Secure Data Flow tracks and traces file movement across
managed endpoints and sanctioned cloud applications to protect data
based on its origin.

Data Loss Prevention .
Advanced Policy Control

Reveal takes policy-based controls to the next level. It provides user
training at the point of risk and enables quick response to suspicious
activity across all the organization’s data egress points.

Reveal tracks and traces sensitive information flow and user interactions
within the organization. It identifies and mitigates insider threats through
advanced user behavior analytics, automatically blocking suspicious
activities.

Q Set the Scope of Your Investigations

Reveal's Scoped Investigations capability protects privacy by time bounding
and restricting analyst access to employee activity. A complementary
pseudonymization feature redacts Pll, preventing bias and protecting

Insider Risk Management employee privacy while permitting analysts to do their job.

Raise the Bar for Everyone on Your Team
Al-powered investigation tools and the mapping of detections to MITRE's
Insider Threat Knowledge Base improve analyst productivity.

Reveal provides comprehensive oversight of user interactions and

continues to safeguard cloud data as it moves off of the cloud

environment. This ensures that your sensitive information remains

protected, regardless of where it moves or how it is accessed, even from
Q unmanaged mobile devices.

Shine a Light on Shadow SaaS

Reveal's SaaS Access Security provides full visibility into both authorized
and unsanctioned SaaS applications utilized across an organization and
also fortifies defenses against potential data breaches stemming from
business data exposure via unauthorized app usage.

Cloud Data Security



Use Cases Highlights
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Track and Trace Your Data
Across All Devices

Data Protection for Unmanaged Devices

Reveal monitors sanctioned cloud app activities,
including on personal, unmanaged devices. It tracks
activity from reconnaissance - identifying which
folders users access - to collection - tagging origin
details - to detecting data exfiltration to mobile
devices.

At any stage, policies can enforce access restric-
tions, or alternatively, Reveal can engage the

employee with targeted training, turning them into
an integral part of their organizations's security
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Shine a Light on Shadow Saa$S

Secure Data Flow

Secure Data Flow tracks and traces file
movement across managed endpoints and
cloud applications to protect data based on its
origin. The full history of data’s journey,
including where it originated, where it's been,
who handled it and what they did, all mapped
to MITRE's Insider Threat Knowledge Base,
makes security analysts more effective and
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REVEAL

Built with Today's Tech for
Today's Threat Landscape

Saa$ Visibility and Exfiltration Detection

As a unified data protection solution,
Reveal delivers rich visibility and control
over employee interactions with business
data and crystal-clear insights into
malicious insider activities and shadow
SaaS usage.



Protecting Industry Leaders

""Reveal has not only improved our security
but also fostered a culture of shared
responsibility and efficiency within our
organization. | would highly recommend it to
any organization looking to enhance their
security measures and create a more
collaborative and efficient work environment.”

Nadia Veeran-Patel, Information Security

DLP + IRM Reports

Gartner shortlists Next DLP as both a
DLP and IRM solution provider.

Insider Risk Management
Forrester highlights Reveal's tools and

capabilities to measure, detect and contain
undesirable behavior by trusted accounts.

Outperformer, Market Leader

G I GAOM GigaOm positions Reveal as an
outperformer and market leader in the

DLP Radar Report.

Your most valuable data is always at risk. This drives everything we do at Next
DLP. Our leaders bring decades of cyber and technology experience from Fortra,
Y ? Digital Guardian, Forcepoint, Mimecast, IBM, Cisco, and Veracode. Like our
° - n ext customers, we've grown frustrated with legacy data protection technologies that
o e over-promise and under-deliver. That's why we started from scratch in the cloud
>o ° www.nextdlp.com with our Reveal Platform to help serious CISOs perfectly balance security and
productivity everywhere. The threats to your data from insider risk and more will
never cease, so always be ready for what's next.



